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Digital Signature & Yol QIeel 9N &of ol hT 9fhaT

1. A9GH digital signaturea?r device HT computer/system & connect C oy

2. Run the command (win+R) 9T “certmgr.msc” type FT ok IX Fersh Coy

Type the name of a program, folder, document or
— Internet resource, and Windows will open it for you.

Open: | centmgr.msc

oK Cancel

Browse...

3. Click on Personal then Double Click on - Certificate -> choose your dsc name (Key

Usage — Digital Signature)

a certmgr - [Certificates - Current User\Personal]
File Acbon View Help
ol AN el = ANCWEYN ° B

Lf Certificates - Current User

Ohbject Typse
ED al ; ) I 7 Certificates
Trusted Root Certification Au

| Emterprise Trust
7 Intermediate Certification Au

| Actree Drectory User Object
1 Trusted Publishers
Untrusted Certificates
Third-Party Root Certificatior
Trusted People
Client Authentication lssuers
Other People

1 Local NonRemovable Certific
1 MSIEHistonylournal

| Smart Card Trusted Roots

< > || €

Personal store contains 3 certificates.



Chose Tab Details —

o
=
-
-
-
=
-
-
o
=
-
-
=

r- = - - = £

el Ey e T e e il e T - LT L |

P Certificate

General Details  Certification Path

Show: [ =<aAll= e =1L
=] "]
Field Walue L] af e
'_.E. |.-5\.|_|'I:|'10rit5r Informaton Access [1] suthority Into Access: Acc. .. afe
5 3 i [0 £ == ol T
=] Thumbprint ffoa S8e de cOoO 02 efb7d3 1b ...
[=| Friendly nams= MAMOI BATHAM's SafeScrypt ...
IE -.IDescriptiDn MATIO I BATHAM s SateScrypt ...
!

Digital Signature, Mon-Repudiaton {cO)

Edit Properties. .. Copy ta Fie...

“x Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps yvou copy certificates, certificate trust lists and certificate revocaton

lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish seoure Nebwork
connections. A certificate store is the system area where certificates are kept.

To comtrae, click MNext.

Cancel




e Certificate Export Wizard

Erxcprort Private Bey
You can choose o export the private key with the certficate.

Private keys are password protected. IFf yvou vwant o export

the private key with the
certificate, vyou must type a password on a later page.

Do wou vwant o export the private key with the certificate?
Yes, export the private key

D Mo, do ot export the private ke

rMote: The assocated private key is marked as not exportable. Only the certificate
can be exported.

Cancel

=& Certificate Export Wizard

Export File Formait
Certificates can be exported in a variety of file formats.

Select the format yvou want to use:
(®) DER. encoded binary ¥, 503 {.CER)
() Base-54 encoded X. 509 {.CER)

() Cryptographic Message Syntax Standard - PKCS =7 Certificates {.P7B)

I certfic

Include a ates in the certification path if possible
Personal Informaton Exchange - PKCS #1.2 {.PFX)
Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended propertie=s

Enable certificate privacy

Microsoft Serialized Certificate Store {




—ccabceme [ cbifieater  Criepeand oo Dercoun ol & cubafic ot 1 - R

« &# Cerificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

Browse...

Mewxt Cancel

e

Browse Button 9X fFeleh &Y computer T drive FT {I’ﬁmﬂ'ﬂ'ﬂ' TGl hI
Digital Signature File $Y Save FL|

Click on Browse Button and select the location where you want to save your
DSC File.



Digital_Si

|- — - E—— PRSETaS— PO T - W R S
R Save di S
- o T~ Hl = Thie PC Danktop = & e (> T =

Cirganize = Pl Bty - [+
El This PO . o Crate roodifisd T
| I Deskcto gl reshann 1 v P -
| Dhocurments £l SR - Shortcut 5 " b
1 PF F
4 Dovnisads Irevpes £
1 Froces ut i onkoresn I 17 [ZLE] [
Al diwtrict_files 1 16 444 P
=| Picturas Ho_Tiles L te SEaibie
Bl videos gp_files 1 1 L3 P Fale
e Locel Dk [(C:) wwr_Tiles ¥ 1 [T
s Local Dizk (D)
E Local Disk (1) =1 = -
File masrrmie I s
Save ab by ER Encoded Birnary X500 [(“.cer) -

| =~ ide Folders [ E== ] Cancel

! g

= —

. . . o

Give the suitable fie name and click on save button
= = = ’ o Mo -
b

-— L# Certificate Export Wizard 0
=
File to Export 3
Specify the mname of the file vou want to export Re
R

File mname:

CrVUsersmicpr \WDesktopYnichihopal.cer | I Browss=. .. I
.
=

Click on Next



e B e & Vs L A T e P e 1 —

“— == Certificate Export Wizard

Completing the Certificate Export Wizard

You hawve successfully completed the Certificate Export wizard.

You hawve specified the following settings:

File Mame CoW =ersnicpr \Desktopy\nichhopal, cer
Export Keys [ L]

Include all certificates in the certificaton pathh Mo

File Format DEFR. Encoded Binary ¥. 509 {*.cer)

< >

| Finish | | Cancel

Now click on Finish Button.

Upload the .cer file (DSC File ) on pensions.samagra.gov.in

Now you see the DSC file Saved
at your selected location.




T AT Digital Certificate Y Register #lst ?_gl,' HATIH Yo edT | Login
FL I§ FF had T a1 & FAT 67 § 59 aF F ARWFE FT Transfer
et 3= SeE 7€ @ ST 2

Register Your Digital Certificate 9T &l &I

Reaister Dhaital Certificate~

I
[ Reeister Your Dieital Certificate ]

Reeister Your Post Office Bank Account

Prepare Proposals to Certify

View EPOs To Sien
View Dieitally Siened EPOs




4. Register Your Digital Certificate — (One Time Job)

DSC File ® Browse &X File select Y | GetDetails button T click #{a U 3T TATT AHARIRAT Tad: &)
Textbox & T AR

5. Register Your Post Office Bank Account-

o fRaafeaY & s9aq @ar JFR 9¥e Jfhg & ¢ 39 ooy & e

AT FA g 88 W IHMPE FT a9 GIaT JFa Fwd qF 7 off e
ST fRAT ST AT Y St AT 1|



Configure JAVA on your machine -
(1) Download Latest java Version And install it on your machine.
(2) To Check java version on your machine visit on URL :-
https://java.com/en/download/installed.jsp
(3) Use Internet Explorer browser to check java version
(4) After Successfully Installation JAVA. You found java icon in control panel open java
by click Right .

(&= = + B v Comtrol Panet » Al Contral Panel erm »

Adjuast wosdi COMPUTEr'§ \.|'r1|r'l:_|'-

Add teatures to Windows
k" Action Centet ? ) : Ui Admanstrative Tools .I; AutcPlay

B L L

L = L = - E
i Bitlocker Drive Encryphion ,* Colour Management g Credential Manager g4 Date and Time

I_E" Default Programs d [ievice Manager oy Devices and Printers Dsplay

@ Fase of Arcess Center Ji‘ Family Safety g File History Fiash Playes
I Folder Oiptions h Fonts ‘a HosmieGroug 5 Indexing Options

el el ® 1D Grtaphics 9 Initernet Options | Javi [ —  Keyboard
5 S 1 e e
Q- Language r_ju Liocatran Seltings r) Pl __’ Mome
(% Network and Sharing Performance Information
Et Motification Area lcons .. ‘ Personalization
Center d e ! and Tooks ==



| £ Java Control Panel - *
General Update Java ESIé.ﬁ-"T'f"i Advanced

Enable lava content s the browser

Security evel for applications not on the Exception Site list
(") Very High

Oy Java applications identified by a certificate from a trusted authority are allowed to run,
and anly if the certificate can be verified as not revoled.

(@) High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revacation status of the certificate cannot be venfied.

Exception Site List
Apphcations launched from the sites listed below will be allowed to run after the appropriate security

prompts,

hittp: /10, 131.4, 236:8 118/ A |
hitp:/jmpsc.mp.nic.in/ Edit Site List..,
http:{fpensions. samagra. gov.in/ el

™

Restore Secur ompts Manage Certificates..,

Click On security Tab :-

e Select security level on high.
e Click on Edit Site List and Add The URL As shown on above snap and
mentioned here
http://10.131.4.236/8118/
http://mpsc.mp.nic.in

http://pensions.samagra.gov.in

¢ Now Confirm The Settings by click Okey button .



Pensloners = Proposals - sanction v

e EPO & & Prepare Proposal to Certify
menu WX fFwea FTI

Reglster Your Digital Certificate e EPOSA ¥ t@' ﬁﬁm N & gued

Register Your Post Office Bank Account ﬁ F( ¥ ¥ &% qod @WdT AEET &

IETH.TH. T TG & 3=g9T e

I TE & T

Register Digital Certificate =

Prepare Proposals to Certify

View EPOs To %

View Digitolly Signed EPOs

View Relected Transactlons

6. Prepare Proposal to Certify —

LArire SOCRT SCUrITY BTINON SCRNSIN Procens SUTMOt i SaTopeT jpstan

o el g ) v e gy BREE nrrd ) el W e B e i e (ke gl el o

B I L e

[ —— o s e i groee gl R a0 iy |

HI LA - g Pavica CHH A

i Gy A #

A Mo Ddairke fm i Py CEOLN Sl [ N} e Ml ) M Al LI Amanaail oW m

At (A AP e ] ] b G e g s | pllenkkme e

HaTh e g iy ignar RAFNARE R i i i Fit i
UL MU

STl T 997 FY T EPOTATT TF e wX T Primary Verification Code and Secondary
Verification Code FT &t {I,Tm?l' el

Nack

Frtrtiirt oo e Ews i

e, ___ fEm
ary e i e oy £ B apitw

E-Fuymei e {([valiy
|EF 1| (| Prinssry Var Cothr| | | Dmir || 28 A 200 T 11:57:42 AN]

[T e | [CBISHTRANT 5] | Diviein Acxwmut || S604435074]

T Tl &0 DE T & S & e Te= T = e T s | e & a0, DET 710 0 Crees 5 ard & Prean
Pagirsierie £

| TatE ot mand oen & oy e 0 E o 2 o Teet e ol S 86 O B B [FS #TE 60 wEn aftOT w
|t o A s mm s A A dde ch ey s oy e st as e
i ot bt ot o o f ymer antw & o el et F e St

Foi

m“'"_':. _““m'"‘ [ Secondiry Verif stiem C oo ]

Sarial No: Serial Namber gan wniure afierh




7. View EPO to Sign —

e EPO ¥ & 3WId View EPOs To Sign
= menu W fFFer FXI
Register Your Digital Certificate e EPO WY Sign & %T-g Proceed &I Click

Register Your Post Office Bank Account

Register Digitoel Certificate =

on Proceed to Sign EPOI

Prepare Proposals to Certify

View EPOs To|jqn

View f_'l.i_gl[.JIf'!:""‘fJﬂr’|1=d EPOs

View Rejected Transactions

Crelive S b WP by MPTELION SN B OgE AUTINEOTROn i NOTogeTRRT Wilem

8. On Click Proceed to sign EPO —
(1) It will ask EPO - First verification No. - EPO- Second verification No.
(2) No. of Beneficiary and Total amount as printed in the EPO
(3) Click on Sign Digitally button
(4) On click this button - Digitally signed file automatically moved to central bank

server

9. View Digitally Signed EPOs

T W e AT T L

o dddlhl AT F fAEOr ¥/F A
dAFX 0755-2555700 a1 AT & §-A

md.samagra@mp.gov.in FI




